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1 Ïîñòàíîâêà çàäà÷è

Íåîáõîäèìî óñòàíîâèòü è çàïóñòèòü ïðîãðàììó tcpdump (ñ ñîîòâåòñòâóþùèìè
áèáëèîòåêàìè). tcpdump ëó÷øå çàïóñêàòü ñ îïöèÿìè -XX -s 128 -S -e. Âûâîä tcpdump
ìîæíî ïåðåíàïðàâèòü â ôàéë.

Íå îñòàíàâëèâàÿ tcpdump âûïîëíèòü ïîñëåäîâàòåëüíî:

1. Êîìàíäó ping òîãî àäðåñà, êîòîðûé íàïèñàí;

2. Êîìàíäó traceroute (èëè tracert) òîãî àäðåñà, êîòîðûé óêàçàí;

3. Âîéòè ÷åðåç áðàóçåð íà òðåòèé àäðåñ.

Îñòàíîâèòü tcpdump.

Â îò÷¼òå ïðèâåñòè òðàôèê ñîîòâåòñòâóþùèé ïðîâîäèìûì äåéñòâèÿì è óìåòü
îòâåòèòü íà âîïðîñû êàêàÿ ñòðî÷êà âûâîäà ñîîòâåòñòâóåò êàêîìó äåéñòâèþ è ÷òî
âîîáùå äåëàåò. Ãäå êàêîå ïîëå è ò.ï.

Åñëè ìåæäó äåéñòâèÿìè â tcpdump ïîïàë äðóãîé òðàôèê, òî ÷àñòü âûâîäà ìîæ-
íî ñîêðàòèòü, ïðèâåäÿ òîëüêî íóæíûé.

Âàðèàíò ping tracert web-äîñòóï

34 myblog.jp blogg.de mega.cl
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2 Õîä ðàáîòû

2.1 Ïîäãîòîâêà

Âìåñòî tcpdump áûë óñòàíîâëåí åãî ïîëíûé àíàëîã äëÿ ÎÑWindows � WinDump
(https://www.winpcap.org/windump/install/), â ñâÿçêå ñ áèáëèîòåêîé WinPcap.
Èñïîëíÿåìûé ôàéë WinDump.exe áûë äîáàâëåí â PATH.

Ñ ïîìîùüþ êîìàíäû windump -D, êîòîðàÿ âûâîäèò ñïèñîê ñåòåâûõ èíòåðôåéñîâ
è èõ íîìåðîâ, áûë îïðåäåë¼í íîìåð îñíîâíîãî ñåòåâîãî èíòåðôåéñà, èñïîëüçóåìîãî
íîóòáóêîì. Â ÷àñòíîñòè ýòî îêàçàëñÿ èíòåðôåéñ ïîä íîìåðîì 2, ïîýòîìó äàëåå â
ðàáîòå â ïàðàìåòðå -i áóäåò óêàçàí èìåííî îí.

2.2 Êîìàíäà ping

Îòêðûâàåì äâà îêíà êîíñîëè. Â îäíîì âûïîëíÿåì êîìàíäó windump -XX -s 128
-S -e -i 2 icmp, ñ ïîìîùüþ êîòîðîé áóäåì îòëàâëèâàòü icmp ïàêåòû. Â äðóãîì âû-
ïîëíÿåì êîìàíäó ping myblog.jp. Âûâîäû êîìàíä ïðåäñòàâëåíû â ëèñòèíãàõ 1 è 2.

Ëèñòèíã 1. Âûâîä êîìàíäû ping myblog.jp.

1 Îáìåí ïàêåòàìè ñ myblog.jp [163.43.102.56] ñ 32 áàéòàìè äàííûõ:
2 Îòâåò îò 163.43.102.56: ÷èñëî áàéò=32 âðåìÿìñ=206 TTL=40
3 Îòâåò îò 163.43.102.56: ÷èñëî áàéò=32 âðåìÿìñ=204 TTL=40
4 Îòâåò îò 163.43.102.56: ÷èñëî áàéò=32 âðåìÿìñ=212 TTL=40
5 Îòâåò îò 163.43.102.56: ÷èñëî áàéò=32 âðåìÿìñ=210 TTL=40
6
7 Ñòàòèñòèêà Ping äëÿ 163.43.102.56:
8 Ïàêåòîâ: îòïðàâëåíî = 4, ïîëó÷åíî = 4, ïîòåðÿíî = 0
9 (0% ïîòåðü)
10 Ïðèáëèçèòåëüíîå âðåìÿ ïðèåìàïåðåäà÷è= â ìñ:
11 Ìèíèìàëüíîå = ìñåê204, Ìàêñèìàëüíîå = 212 ìñåê, Ñðåäíåå = 208 ìñåê

Ëèñòèíã 2. windump -XX -s 128 -S -e -i 2 icmp.

1 windump: listening on \Device\NPF_{7B52B01B=3CC8=4A94=A3C3=E6EC1A52EE5B}
2 21:22:48.160122 7a:12:0e:01:fd:36 (oui Unknown) > ce:24:0b:a1:a4:fb (oui Unknown), ethertype IPv4

(0x0800), length 74: artem > www3846.sakura.ne.jp: ICMP echo request, id 1, seq 62, length 40
3 0x0000: ce24 0ba1 a4fb 7a12 0e01 fd36 0800 4500 .$....z....6..E.
4 0x0010: 003c 1c� 0000 8001 1b8a c0a8 382c a32b .<..........8,.+
5 0x0020: 6638 0800 4d1d 0001 003e 6162 6364 6566 f8..M....>abcdef
6 0x0030: 6768 696a 6b6c 6d6e 6f70 7172 7374 7576 ghijklmnopqrstuv
7 0x0040: 7761 6263 6465 6667 6869 wabcdefghi
8 21:22:48.366759 ce:24:0b:a1:a4:fb (oui Unknown) > 7a:12:0e:01:fd:36 (oui Unknown), ethertype IPv4

(0x0800), length 74: www3846.sakura.ne.jp > artem: ICMP echo reply, id 1, seq 62, length 40
9 0x0000: 7a12 0e01 fd36 ce24 0ba1 a4fb 0800 4500 z....6.$......E.
10 0x0010: 003c 7341 0000 2801 1d48 a32b 6638 c0a8 .<sA..(..H.+f8..
11 0x0020: 382c 0000 551d 0001 003e 6162 6364 6566 8,..U....>abcdef
12 0x0030: 6768 696a 6b6c 6d6e 6f70 7172 7374 7576 ghijklmnopqrstuv
13 0x0040: 7761 6263 6465 6667 6869 wabcdefghi
14 21:22:49.171976 7a:12:0e:01:fd:36 (oui Unknown) > ce:24:0b:a1:a4:fb (oui Unknown), ethertype IPv4

(0x0800), length 74: artem > www3846.sakura.ne.jp: ICMP echo request, id 1, seq 63, length 40
15 0x0000: ce24 0ba1 a4fb 7a12 0e01 fd36 0800 4500 .$....z....6..E.
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16 0x0010: 003c 1d00 0000 8001 1b89 c0a8 382c a32b .<..........8,.+
17 0x0020: 6638 0800 4d1c 0001 003f 6162 6364 6566 f8..M....?abcdef
18 0x0030: 6768 696a 6b6c 6d6e 6f70 7172 7374 7576 ghijklmnopqrstuv
19 0x0040: 7761 6263 6465 6667 6869 wabcdefghi
20 21:22:49.375868 ce:24:0b:a1:a4:fb (oui Unknown) > 7a:12:0e:01:fd:36 (oui Unknown), ethertype IPv4

(0x0800), length 74: www3846.sakura.ne.jp > artem: ICMP echo reply, id 1, seq 63, length 40
21 0x0000: 7a12 0e01 fd36 ce24 0ba1 a4fb 0800 4500 z....6.$......E.
22 0x0010: 003c 7343 0000 2801 1d46 a32b 6638 c0a8 .<sC..(..F.+f8..
23 0x0020: 382c 0000 551c 0001 003f 6162 6364 6566 8,..U....?abcdef
24 0x0030: 6768 696a 6b6c 6d6e 6f70 7172 7374 7576 ghijklmnopqrstuv
25 0x0040: 7761 6263 6465 6667 6869 wabcdefghi
26 21:22:50.182542 7a:12:0e:01:fd:36 (oui Unknown) > ce:24:0b:a1:a4:fb (oui Unknown), ethertype IPv4

(0x0800), length 74: artem > www3846.sakura.ne.jp: ICMP echo request, id 1, seq 64, length 40
27 0x0000: ce24 0ba1 a4fb 7a12 0e01 fd36 0800 4500 .$....z....6..E.
28 0x0010: 003c 1d01 0000 8001 1b88 c0a8 382c a32b .<..........8,.+
29 0x0020: 6638 0800 4d1b 0001 0040 6162 6364 6566 f8..M....@abcdef
30 0x0030: 6768 696a 6b6c 6d6e 6f70 7172 7374 7576 ghijklmnopqrstuv
31 0x0040: 7761 6263 6465 6667 6869 wabcdefghi
32 21:22:50.394953 ce:24:0b:a1:a4:fb (oui Unknown) > 7a:12:0e:01:fd:36 (oui Unknown), ethertype IPv4

(0x0800), length 74: www3846.sakura.ne.jp > artem: ICMP echo reply, id 1, seq 64, length 40
33 0x0000: 7a12 0e01 fd36 ce24 0ba1 a4fb 0800 4500 z....6.$......E.
34 0x0010: 003c 7345 0000 2801 1d44 a32b 6638 c0a8 .<sE..(..D.+f8..
35 0x0020: 382c 0000 551b 0001 0040 6162 6364 6566 8,..U....@abcdef
36 0x0030: 6768 696a 6b6c 6d6e 6f70 7172 7374 7576 ghijklmnopqrstuv
37 0x0040: 7761 6263 6465 6667 6869 wabcdefghi
38 21:22:51.194625 7a:12:0e:01:fd:36 (oui Unknown) > ce:24:0b:a1:a4:fb (oui Unknown), ethertype IPv4

(0x0800), length 74: artem > www3846.sakura.ne.jp: ICMP echo request, id 1, seq 65, length 40
39 0x0000: ce24 0ba1 a4fb 7a12 0e01 fd36 0800 4500 .$....z....6..E.
40 0x0010: 003c 1d02 0000 8001 1b87 c0a8 382c a32b .<..........8,.+
41 0x0020: 6638 0800 4d1a 0001 0041 6162 6364 6566 f8..M....Aabcdef
42 0x0030: 6768 696a 6b6c 6d6e 6f70 7172 7374 7576 ghijklmnopqrstuv
43 0x0040: 7761 6263 6465 6667 6869 wabcdefghi
44 21:22:51.404994 ce:24:0b:a1:a4:fb (oui Unknown) > 7a:12:0e:01:fd:36 (oui Unknown), ethertype IPv4

(0x0800), length 74: www3846.sakura.ne.jp > artem: ICMP echo reply, id 1, seq 65, length 40
45 0x0000: 7a12 0e01 fd36 ce24 0ba1 a4fb 0800 4500 z....6.$......E.
46 0x0010: 003c 7348 0000 2801 1d41 a32b 6638 c0a8 .<sH..(..A.+f8..
47 0x0020: 382c 0000 551a 0001 0041 6162 6364 6566 8,..U....Aabcdef
48 0x0030: 6768 696a 6b6c 6d6e 6f70 7172 7374 7576 ghijklmnopqrstuv
49 0x0040: 7761 6263 6465 6667 6869 wabcdefghi
50
51 8 packets captured
52 69 packets received by �lter
53 0 packets dropped by kernel

Â âûâîäå êîìàíäû windump (ëèñòèíã 2) ïðåäñòàâëåíà èíôîðìàöèÿ î âîñüìè
ïàêåòàõ. Ðàçáåð¼ì ïåðâûé èç íèõ (ñòðîêè 2-7).

Â ñòðîêå 2 óêàçàíà ñëåäóþùàÿ èíôîðìàöèÿ î ïàêåòå:

1. 21:22:48.160122 � âðåìÿ, êîãäà ïàêåò áûë çàõâà÷åí (÷÷:ìì:ññ.ìñ);

2. 7a:12:0e:01:fd:36 (oui Unknown) � MAC-àäðåñ îòïðàâèòåëÿ (îòïðàâëÿþùèé
õîñò), OUI � Organizationally Unique Identi�er � êîä ïðîèçâîäèòåëÿ óñòðîéñòâà,
â äàííîì ñëó÷àå ïðîèçâîäèòåëÿ ïî êîäó (ïåðâûå òðè áàéòà � 7a:12:0e) îïðå-
äåëèòü íå óäàëîñü;
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3. ce:24:0b:a1:a4:fb (oui Unknown) � MAC-àäðåñ ïîëó÷àòåëÿ (ìàðøðóòèçàòîð
èëè øëþç);

4. ethertype IPv4 (0x0800) � êàäð ñîäåðæèò IPv4-ïàêåò;

5. length 74 � äëèíà Ethernet-êàäðà 74 áàéòà;

6. artem > www3846.sakura.ne.jp � IPàäðåñ îòïðàâèòåëÿ (artem) è àäðåñ ïîëó-
÷àòåëÿ (www3846.sakura.ne.jp);

7. ICMP echo request, id 1, seq 62, length 40 � ñîäåðæèò èíôîðìàöèþ îá
ICMP (Internet Control Message Protocol) çàïðîñå. echo request îçíà÷àåò, ÷òî
ýòî çàïðîñ, à íå îòâåò íà ping (echo reply).

Â ñòðîêàõ 3-7 èä¼ò íåïîñðåäñòâåííî äàìï ïàêåòà. Ïî íåìó âèäíî, ÷òî áûëè ïå-
ðåäàíû ñëåäóþùèå áàéòû:

1. ce24 0ba1 a4fb 7a12 0e01 fd36 0800 � ïåðâûå 14 áàéò ýòî çàãîëîâîê Ethernet-
êàäðà.

� ce24 0ba1 a4fb � MAC-àäðåñ ïîëó÷àòåëÿ.

� 7a12 0e01 fd36 � MAC-àäðåñ îòïðàâèòåëÿ.

� 0800 � Òèï ïàêåòà, êîòîðûé çàâ¼ðíóò â Ethernet.0800 � ýòî òèï ïðîòî-
êîëà, êîòîðûé óêàçûâàåò, ÷òî äàííûå â êàäðå Ethernet ñîäåðæàò ïàêåò
IPv4 (Internet Protocol version 4). Äðóãèå âîçìîæíûå òèïû:

� 86DD � IPv6.

� 0806 � ARP (Address Resolution Protocol).

� 8847 � MPLS (Multi-Protocol Label Switching).

� 8848 � MPLS Multicast.

� È äðóãèå.

2. 4500 003c 1cff 0000 8001 1b8a c0a8 382c a32b 6638 � ñëåäóþùèå 20 áàéò
ýòî çàãîëîâîê IPv4.

� 45 � ïåðâûé áàéò: âåðñèÿ è äëèíà çàãîëîâêà.

� Ïåðâàÿ öèôðà 4 � ýòî âåðñèÿ ïðîòîêîëà, ÷òî îçíà÷àåò IPv4.

� Âòîðàÿ öèôðà 5 � ýòî äëèíà çàãîëîâêà â 32-áèòíûõ ñëîâàõ, ãäå
5 îçíà÷àåò 5 ñëîâ, òî åñòü 5 Ö 4 = 20 áàéò (ñòàíäàðòíàÿ äëèíà
IPv4-çàãîëîâêà).

� 003c � çíà÷åíèå óêàçûâàåò íà îáùèé ðàçìåð ïàêåòà (çàãîëîâîê + äàí-
íûå), ðàâíûé 60 áàéò.

� 1cff � èäåíòèôèêàòîð ïàêåòà.

� Ýòî ïîëå èñïîëüçóåòñÿ äëÿ ôðàãìåíòàöèè ïàêåòà. Èäåíòèôèêàòîð
1cff óíèêàëåí äëÿ êàæäîãî ôðàãìåíòà îäíîãî ïàêåòà, ÷òîáû ïðè
ïîëó÷åíèè ôðàãìåíòû ìîãëè áûòü ïðàâèëüíî ñîáðàíû.

� 0000 � ôëàãè è ñìåùåíèå ôðàãìåíòà.
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� Ïåðâàÿ ÷àñòü 0000 óêàçûâàåò íà òî, ÷òî ôðàãìåíòàöèÿ íå èñïîëü-
çóåòñÿ (âñå áèòû ôëàãîâ ðàâíû 0).

� Ñäâèã ôðàãìåíòà òàêæå ðàâåí 0.

� 80 � TTL (Time to Live).

� 80 â øåñòíàäöàòåðè÷íîé ñèñòåìå ðàâíî 128 â äåñÿòè÷íîé ñèñòåìå.

� Ýòî çíà÷åíèå îïðåäåëÿåò ìàêñèìàëüíîå êîëè÷åñòâî ìàðøðóòèçà-
òîðîâ (õîïîâ), ÷åðåç êîòîðûå ìîæåò ïðîéòè ïàêåò, ïðåæäå ÷åì îí
áóäåò îòáðîøåí.

� 01 � ïðîòîêîë äàííûõ âíóòðè IPv4. 01 óêàçûâàåò íà ïðîòîêîë ICMP
(Internet Control Message Protocol).

� 01 � ICMP (Internet Control Message Protocol): èñïîëüçóåòñÿ äëÿ
îáìåíà ñîîáùåíèÿìè êîíòðîëÿ è äèàãíîñòèêè, íàïðèìåð, êîìàíäà
ping.

� 06 � TCP (Transmission Control Protocol).

� 11 � UDP (User Datagram Protocol).

� è íåêîòîðûå äðóãèå.

� 1b8a � êîíòðîëüíàÿ ñóììà çàãîëîâêà.

� Ýòî çíà÷åíèå èñïîëüçóåòñÿ äëÿ ïðîâåðêè öåëîñòíîñòè çàãîëîâêà
IPv4. Êîíòðîëüíàÿ ñóììà ïåðåñ÷èòûâàåòñÿ íà êàæäîì ìàðøðó-
òèçàòîðå.

� c0a8 382c � IP-àäðåñ èñòî÷íèêà.

� c0a8 382c â øåñòíàäöàòåðè÷íîé ñèñòåìå ñîîòâåòñòâóåò IP-àäðåñó
192.168.56.44.

� a32b 6638 � IP-àäðåñ íàçíà÷åíèÿ.

� a32b 6638 â øåñòíàäöàòåðè÷íîé ñèñòåìå ñîîòâåòñòâóåò IP-àäðåñó
163.43.102.56.

3. 0800 4d1d 0001 003e � çàãîëîâîê ICMP (8 áàéò).

� 08 � Òèï ICMP ñîîáùåíèÿ.

� 08 óêàçûâàåò íà òèï ñîîáùåíèÿ ICMP: Echo Request (çàïðîñ ýõî),
èñïîëüçóåìûé â êîìàíäå ping.

� 00 � Echo Reply.

� åñòü è äðóãèå òèïû.

� 00�Êîä ICMP ñîîáùåíèÿ. Ìîæåò ñîäåðæàòü èíôîðìàöèþ î òèïå îøèá-
êè. Äëÿ íîðìàëüíûõ Echo Request è Echo Reply êîä 0 îçíà÷àåò, ÷òî âñ¼
øòàòíî.

� 4d1d � Êîíòðîëüíàÿ ñóììà çàãîëîâêà è äàííûõ ICMP.

� 0001 � Èäåíòèôèêàòîð çàïðîñà.

� 003e � Íîìåð ïîñëåäîâàòåëüíîñòè (62 â äåñÿòè÷íîé ñèñòåìå).

4. 6162 6364 6566 6768 696a 6b6c 6d6e 6f70 7172 7374 7576 7761 6263 6465
6667 6869 � äàííûå âíóòðè ICMP (32 áàéòà). Ïðîñòî áóêâû abcdefghijklmnopq
rstuvwabcdefghi.

6



2.3 Êîìàíäà tracert

Êîìàíäà tracert (traceroute) � óòèëèòà äëÿ îïðåäåëåíèÿ ìàðøðóòà ñëåäîâà-
íèÿ ñåòåâûõ ïàêåòîâ äî óêàçàííîãî óçëà. Îíà:

� Îòïðàâëÿåò ñåðèþ ICMP-ïàêåòîâ ñ óâåëè÷èâàþùèìñÿ çíà÷åíèåì TTL (Time
To Live).

� Ôèêñèðóåò îòâåòû îò ïðîìåæóòî÷íûõ ìàðøðóòèçàòîðîâ (õîñòîâ) è âðåìÿ çà-
äåðæêè.

Ëèñòèíã 3. Âûâîä êîìàíäû tracert blogg.de.

1 Òðàññèðîâêà ìàðøðóòà ê blogg.de [85.13.145.176] ñ ìàêñèìàëüíûì ÷èñëîì ïðûæêîâ 30:
2
3 1 <1 ìñ <1 ìñ <1 ìñ 192.168.56.20
4 2 * * * Ïðåâûøåí èíòåðâàë îæèäàíèÿ äëÿ çàïðîñà.
5 3 24 ms 26 ms 39 ms 10.226.12.85
6 4 15 ms 28 ms 20 ms 10.226.8.85
7 5 34 ms 24 ms 31 ms 10.226.8.98
8 6 21 ms 18 ms 16 ms 10.226.7.90
9 7 * * * Ïðåâûøåí èíòåðâàë îæèäàíèÿ äëÿ çàïðîñà.
10 8 18 ms 21 ms 15 ms spb=ivc=cr2.ae2544=0.rascom.as20764.net [80.64.108.138]
11 9 * * * Ïðåâûøåí èíòåðâàë îæèäàíèÿ äëÿ çàïðîñà.
12 10 57 ms 58 ms 57 ms 80.81.192.39
13 11 62 ms 62 ms 78 ms dd26736.kasserver.com [85.13.145.176]
14
15 Òðàññèðîâêà çàâåðøåíà.

� 1: <1 ìñ <1 ìñ <1 ìñ 192.168.56.20 Ýòî ïåðâûé øàã òðàññèðîâêè. Îòâåò îò
ëîêàëüíîãî ìàðøðóòèçàòîðà (IP-àäðåñ 192.168.56.20), ñ ìèíèìàëüíûì âðå-
ìåíåì îòêëèêà (ìåíåå 1 ìñ). Ýòî IP-àäðåñ â ëîêàëüíîé ñåòè, êîòîðûé ÿâëÿåòñÿ
øëþçîì ïî óìîë÷àíèþ.

� 2: * * * Ïðåâûøåí èíòåðâàë îæèäàíèÿ äëÿ çàïðîñà. Íà âòîðîì øàãå íå áû-
ëî ïîëó÷åíî îòâåòà. Ýòî ìîæåò îçíà÷àòü, ÷òî ìàðøðóòèçàòîð íå îòâå÷àåò íà
ICMP-çàïðîñû (ping).

� 3-6:Îòâåòû îò ïðîìåæóòî÷íûõ ìàðøðóòèçàòîðîâ ñ IP-àäðåñàìè 10.226.12.85,
10.226.8.85, 10.226.8.98, 10.226.7.90. Ñêîðåå âñåãî ýòî ìàðøðóòèçàòîðû
âíóòðè ñåòè ïðîâàéäåðà.

� 7: * * * Ïðåâûøåí èíòåðâàë îæèäàíèÿ äëÿ çàïðîñà. Íà ýòîì øàãå îïÿòü íåò
îòâåòà. Ýòî ìîæåò îçíà÷àòü, ÷òî ïðîìåæóòî÷íîå îáîðóäîâàíèå íå îòâå÷àåò íà
ICMP-çàïðîñû.

� 8: 18 ìñ 21 ìñ 15 ìñ spb-ivc-cr2.ae2544-0.rascom.as20764.net
[80.64.108.138] Îòâåò îò ìàðøðóòèçàòîðà 80.64.108.138 ñ èìåíåì
spb-ivc-cr2.ae2544-0.rascom.as20764.net. Óçåë èç ñåòè Ñàíêò-Ïåòåðáóðãñêîãî
ïðîâàéäåðà ÐÀÑÊÎÌ (https://ipinfo.io/ips/80.64.108.0/24).

� 10: 57 ìñ 58 ìñ 57 ìñ 80.81.192.39 Îòâåò îò ìàðøðóòèçàòîðà ñ IP-àäðåñîì
80.81.192.39. Âðåìÿ îòêëèêà îò 57 ìñ äî 58 ìñ. Ýòîò IP àäðåññ íàõîäèòñÿ
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â ñåòè íåìåöêîãî ïðîâàéäåðà Neue Medien Muennich GmbH. Ñàìî óñòðîéñòâî,
ñâÿçàííîå ñ ýòèì IP àäðåñîì, íàõîäèòñÿ â äàòà-öåíòðå DE-CIX âî Ôðàíêôóðòå.
Äàííûå ñ ñàéòà https://bgp.he.net/exchange/DE-CIX%20Frankfurt.

� 11: 62 ìñ 62 ìñ 78 ìñ dd26736.kasserver.com [85.13.145.176] Îòâåò îò
öåëåâîãî ñåðâåðà dd26736.kasserver.com ñ IP-àäðåñîì 85.13.145.176. Ýòî ïî-
ñëåäíèé ìàðøðóòèçàòîð íà ïóòè, êîòîðûé ïðèíàäëåæèò õîñòèíã-ïëàòôîðìå,
íà êîòîðîé ðàçìåù¼í ñàéò blogg.de. Âðåìÿ îòêëèêà âàðüèðóåòñÿ îò 62 ìñ äî
78 ìñ.

Ïàðàëåëëüíî ñ âûïîëíåíèåì tracert áûëà çàïóùåíà êîìàíäà windump -XX -s
128 -S -e -i 2 -v icmp. Çà âðåìÿ âûïîëíåíèÿ êîìàíäû tracert áûëî ïîéìàíî 90
ïàêåòîâ. Ïåðâûé çàïðîñ ñ ttl 1 è îòâåò íà íåãî ïðåäñòàâëåí â ëèñòèíãå 4. Ïî íåìó
âèäíî, ÷òî áëèæàéøèé ìàðøðóòèçàòîð 192.168.56.20 âåðíóë ICMP Time Exceeded.
Òàêæå ïî âûâîäó windump âèäíî, ÷òî, â îòëè÷èå îò êîìàíäû ping, tracert çàïîëíÿåò
ïîëå äàííûõ çàïðîñà íóëÿìè. Â îñòàëüíîì ýòî òàêîé æå ICMP Echo Request.

Ëèñòèíã 4. Âûâîä windump âî âðåìÿ âûïîëíåíèÿ tracert.

1 19:22:50.704303 96:48:79:96:d1:f6 (oui Unknown) > 8a:c4:3e:12:66:73 (oui Unknown), ethertype IPv4 (0
x0800), length 106: (tos 0x0, ttl 1, id 50580, o�set 0, �ags [none], proto: ICMP (1), length: 92)
artem > dd26736.kasserver.com: ICMP echo request, id 1, seq 148, length 72

2 0x0000: 8ac4 3e12 6673 9648 7996 d1f6 0800 4500 ..>.fs.Hy.....E.
3 0x0010: 005c c594 0000 0101 147b c0a8 382c 550d .\.......{..8,U.
4 0x0020: 91b0 0800 f76a 0001 0094 0000 0000 0000 .....j..........
5 0x0030: 0000 0000 0000 0000 0000 0000 0000 0000 ................
6 0x0040: 0000 0000 0000 0000 0000 0000 0000 0000 ................
7 0x0050: 0000 0000 0000 0000 0000 0000 0000 0000 ................
8 0x0060: 0000 0000 0000 0000 0000 ..........
9 19:22:50.704638 8a:c4:3e:12:66:73 (oui Unknown) > 96:48:79:96:d1:f6 (oui Unknown), ethertype IPv4 (0

x0800), length 134: (tos 0xc0, ttl 64, id 36552, o�set 0, �ags [none], proto: ICMP (1), length: 120)
192.168.56.20 > artem: ICMP time exceeded in=transit, length 100

10 (tos 0x0, ttl 1, id 50580, o�set 0, �ags [none], proto: ICMP (1), length: 92) artem > dd26736.
kasserver.com: ICMP echo request, id 1, seq 148, length 72

11 0x0000: 9648 7996 d1f6 8ac4 3e12 6673 0800 45c0 .Hy.....>.fs..E.
12 0x0010: 0078 8ec8 0000 4001 f96b c0a8 3814 c0a8 .x....@..k..8...
13 0x0020: 382c 0b00 f4� 0000 0000 4500 005c c594 8,........E..\..
14 0x0030: 0000 0101 147b c0a8 382c 550d 91b0 0800 .....{..8,U.....
15 0x0040: f76a 0001 0094 0000 0000 0000 0000 0000 .j..............
16 0x0050: 0000 0000 0000 0000 0000 0000 0000 0000 ................
17 0x0060: 0000 0000 0000 0000 0000 0000 0000 0000 ................
18 0x0070: 0000 0000 0000 0000 0000 0000 0000 0000 ................

2.4 Îòêðûòèå ñàéòà â áðàóçåð

Äëÿ âûïîëíåíèÿ ïîñëåäíåé çàäà÷è íåîáõîäèìî áûëî îòêðûòü ñàéò mega.cl â áðà-
óçåðå ñ âêëþ÷¼ííûì windump, äëÿ çàïóñêà êîòîðîãî èñïîëüçîâàëàñü êîìàíäà windump
-i 2 -v host mega.cl.

Ïåðâûå òðè ïàêåòà (ëèñòèíã 5) èñïîëüçóþòñÿ äëÿ óñòàíîâêè TCP ñîåäèíåíèÿ
ìåæäó êëèåíòîì è ñåðâåðîì.
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Ëèñòèíã 5. Ïåðâûå òðè ïàêåòà.

1 19:41:58.828210 IP (tos 0x0, ttl 128, id 20148, o�set 0, �ags [DF], proto: TCP (6), length: 52) artem
.61628 > as5300=c4=139.cpc.entelchile.net.443: S, cksum 0xee91 (correct),
1029066177:1029066177(0) win 8760 <mss 1460,nop,wscale 8,nop,nop,sackOK>

2 19:41:59.074184 IP (tos 0x0, ttl 238, id 5828, o�set 0, �ags [DF], proto: TCP (6), length: 52) as5300=
c4=139.cpc.entelchile.net.443 > artem.61628: S, cksum 0x889f (correct), 1631908201:1631908201(0)
ack 1029066178 win 14000 <mss 1400,nop,wscale 0,sackOK,eol>

3 19:41:59.074345 IP (tos 0x0, ttl 128, id 20150, o�set 0, �ags [DF], proto: TCP (6), length: 40) artem
.61628 > as5300=c4=139.cpc.entelchile.net.443: ., cksum 0xfebb (correct), ack 1 win 34

Ðàññìîòðèì êàæäûé ïàêåò ïî îòäåëüíîñòè:

1. Êëèåíò (íîóòáóê artem) ñ ïîðòà 61628 îòïðàâëÿåò TCP-ïàêåò (óïàêîâàííûé â
IP ïàêåò) ñ ôëàãîì S (SYN) äëÿ èíèöèàëèçàöèè ñîåäèíåíèÿ ñ ñåðâåðîì as5300-
c4-139.cpc.entelchile.net ïî ïîðòó 443 (HTTPS). Îòïðàâëÿåòñÿ òàêæå íîìåð ïî-
ñëåäîâàòåëüíîñòè � 1029066177.

2. Ñåðâåð îòâå÷àåò ïàêåòîì ñ ôëàãîì S (SYN) è ACK (windump íå âûâîäèò åãî
ÿâíî, íî ìîæíî ïîíÿòü, ÷òî îí ïåðåäà¼òñÿ ïî íàëè÷èþ ïîëÿ ack). Â ïîëå ack
ñåðâåð óêàçûâàåò 1029066178, òî åñòü óâåëè÷åííûé íà åäèíèöó íîìåð ïîñëåäî-
âàòåëüíîñòè, êîòîðûé ïåðåäàë êëèåíò ïðè óñòàíîâêå ñîåäèíåíèÿ. Òàêæå ñåðâåð
îòïðàâëÿåò íîâûé íîìåð ïîñëåäîâàòåëüíîñòè � 1631908201.

3. Êëèåíò îòïðàâëÿåò ïàêåò ñ ôëàãîì ACK (âûâîäèòñÿ êàê .), ïîäòâåðæäàÿ ïî-
ëó÷åíèÿ SYN-ACK ïàêåòà.

Ïîñëå óñòàíîâêè ñîåäèíåíèÿ íà÷èíàåòñÿ ïåðåäà÷à äàííûõ. Â ëèñòèíãå 6 âèäíî,
êàê êëèåíò îòïðàâëÿåò ïàêåò ñ ôëàãîì P (PUSH) è ïåðåäà¼ò 317 áàéò äàííûõ. Êëèåíò
óêàçûâàåò äèàïàçîí ïåðåäàííûõ áàéòîâ � 1401:1718. Çà íèì ñëåäóåò îòâåò îò ñåðâåðà
ñ ôëàãîì ACK (.). Â ïîëå ack ñåðâåð óêàçûâàåò êîíåö äèàïàçîíà áàéòîâ, ïîëó÷åíèå
êîòîðûõ îí ïîäòâåðæäàåò (ack 1718). Ñêîðåå âñåãî â ýòîì ïàêåòå êëèåíò äåëàåò HTTP
çàïðîñ.

Ëèñòèíã 6. Êëèåíò äåëàåò çàïðîñ.

1 19:41:59.075165 IP (tos 0x0, ttl 128, id 20152, o�set 0, �ags [DF], proto: TCP (6), length: 357) artem
.61628 > as5300=c4=139.cpc.entelchile.net.443: P 1401:1718(317) ack 1 win 34

2 19:41:59.336245 IP (tos 0x0, ttl 238, id 6571, o�set 0, �ags [DF], proto: TCP (6), length: 40) as5300=
c4=139.cpc.entelchile.net.443 > artem.61628: ., cksum 0xbac3 (correct), ack 1718 win 15717

Çàòåì ñåðâåð íà÷èíàåò ïåðåäàâàòü êëèåíòó îòâåòíûå äàííûå (ëèñòèíã 7). Êëèåíò
îòâå÷àåò è ïîäòâåðæäàåò, ÷òî ïðèíÿë äàííûå. Ïîñëåäíèé ïàêåò ñåðâåð îòïðàâëÿåò
ñ ôëàãîì P (PUSH), ÷òîáû êëèåíò íà÷àë îáðàáîòêó ïðèø¼äøèõ äàííûõ. Íà ýòîò
ïàêåò êëèåíò òàêæå îòâå÷àåò ïîäòâåðæäåíèåì.

Ëèñòèíã 7. Ñåðâåð îòâå÷àåò.

1 19:41:59.341484 IP (tos 0x0, ttl 238, id 6602, o�set 0, �ags [DF], proto: TCP (6), length: 206) as5300=
c4=139.cpc.entelchile.net.443 > artem.61628: . 1:167(166) ack 1718 win 15717

2 19:41:59.341647 IP (tos 0x0, ttl 238, id 6603, o�set 0, �ags [DF], proto: TCP (6), length: 1440) as5300
=c4=139.cpc.entelchile.net.443 > artem.61628: . 167:1567(1400) ack 1718 win 15717

3 19:41:59.341683 IP (tos 0x0, ttl 128, id 20154, o�set 0, �ags [DF], proto: TCP (6), length: 40) artem
.61628 > as5300=c4=139.cpc.entelchile.net.443: ., cksum 0xf1e8 (correct), ack 1567 win 34
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4 19:41:59.341727 IP (tos 0x0, ttl 238, id 6604, o�set 0, �ags [DF], proto: TCP (6), length: 1440) as5300
=c4=139.cpc.entelchile.net.443 > artem.61628: . 1567:2967(1400) ack 1718 win 15717

5 19:41:59.341757 IP (tos 0x0, ttl 238, id 6605, o�set 0, �ags [DF], proto: TCP (6), length: 1268) as5300
=c4=139.cpc.entelchile.net.443 > artem.61628: P 2967:4195(1228) ack 1718 win 15717

6 19:41:59.341771 IP (tos 0x0, ttl 128, id 20155, o�set 0, �ags [DF], proto: TCP (6), length: 40) artem
.61628 > as5300=c4=139.cpc.entelchile.net.443: ., cksum 0xe7a4 (correct), ack 4195 win 34

Çàâåðøåíèå ñîåäèíåíèÿ (ëèñòèíã 8) ïðîèñõîäèò â òðè ýòàïà:

� Ïîñûëêà ñåðâåðó îò êëèåíòà ôëàãà FIN íà çàâåðøåíèå ñîåäèíåíèÿ.

� Ñåðâåð ïîñûëàåò êëèåíòó ôëàãè îòâåòà ACK , FIN, ÷òî ñîåäèíåíèå çàêðûòî.

� Ïîñëå ïîëó÷åíèÿ ýòèõ ôëàãîâ êëèåíò çàêðûâàåò ñîåäèíåíèå è â ïîäòâåðæäåíèå
îòïðàâëÿåò ñåðâåðó ACK , ÷òî ñîåäèíåíèå çàêðûòî.

Ëèñòèíã 8. Çàêðûòèå ñîåäèíåíèÿ.

1 19:43:04.183260 IP (tos 0x0, ttl 128, id 20206, o�set 0, �ags [DF], proto: TCP (6), length: 40) artem
.61651 > as5300=c4=139.cpc.entelchile.net.443: F, cksum 0xe3cf (correct), 1786:1786(0) ack 4195
win 34

2 19:43:04.452987 IP (tos 0x0, ttl 238, id 45873, o�set 0, �ags [DF], proto: TCP (6), length: 40) as5300=
c4=139.cpc.entelchile.net.443 > artem.61651: ., cksum 0xa648 (correct), ack 1787 win 15785

3 19:43:04.453042 IP (tos 0x0, ttl 238, id 45874, o�set 0, �ags [DF], proto: TCP (6), length: 40) as5300=
c4=139.cpc.entelchile.net.443 > artem.61651: F, cksum 0xa647 (correct), 4195:4195(0) ack 1787
win 15785

4 19:43:04.453067 IP (tos 0x0, ttl 128, id 20208, o�set 0, �ags [DF], proto: TCP (6), length: 40) artem
.61651 > as5300=c4=139.cpc.entelchile.net.443: ., cksum 0xe3ce (correct), ack 4196 win 34
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