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1 Ïîñòàíîâêà çàäà÷è

Çàäà÷è ëàáîðàòîðíîé ðàáîòû:

� èçó÷èòü ìåòîäû ñòàòè÷åñêîãî òåñòèðîâàíèå;

� ïðîâåñòè ñòàòè÷åñêîå òåñòèðîâàíèå ïðîãðàììû;

� ïðîàíàëèçèðîâàòü ïîëó÷åííûé ðåçóëüòàò;

� ðàññìîòðåòü ðåêîìåíäàöèè ñòàòè÷åñêîãî àíàëèçàòîðà è ïðè íåîáõîäèìîñòè
âíåñòè èçìåíåíèÿ â ïðîãðàììó.
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2 Ñòàòè÷åñêîå òåñòèðîâàíèå

Ñòàòè÷åñêîå òåñòèðîâàíèå � ýòî îöåíêà ýëåìåíòà òåñòèðîâàíèÿ, ïðè êîòîðîé
íå ïðîèñõîäèò âûïîëíåíèÿ êîäà, è êîòîðàÿ ìîæåò áûòü ïðîâåäåíà âðó÷íóþ èëè ñ
ïîìîùüþ èíñòðóìåíòàðèåâ. Îáúåêòîì òåñòèðîâàíèÿ ìîæåò áûòü äîêóìåíòàöèÿ èëè
èñõîäíûé êîä, à ñàì ïðîöåññ âîçìîæåí íà ëþáîì ýòàïå æèçíåííîãî öèêëà ÏÎ (Ñî-
ãëàñíî ÃÎÑÒ Ð 56920-2024 (ðàçäåë 5.5.2)).

Ñòàòè÷åñêîå òåñòèðîâàíèå âêëþ÷àåò â ñåáÿ:

� Ïðîâåðêó äîêóìåíòàöèè: òðåáîâàíèÿ, ñïåöèôèêàöèè, àðõèòåêòóðíûå ðåøåíèÿ.

� Àíàëèç èñõîäíîãî êîäà: ïîèñê ñèíòàêñè÷åñêèõ îøèáîê, íàðóøåíèé ñòàíäàðòîâ
êîäèðîâàíèÿ è ïîòåíöèàëüíûõ óÿçâèìîñòåé.

Öåëü ñòàòè÷åñêîãî òåñòèðîâàíèÿ � âûÿâëåíèå äåôåêòîâ íà ðàííèõ ñòàäèÿõ ðàç-
ðàáîòêè, ÷òî ñíèæàåò çàòðàòû íà èõ èñïðàâëåíèå. Êàê îòìå÷àåò Ãëåíôîðä Ìàéåðñ
â êíèãå ¾Èñêóññòâî òåñòèðîâàíèÿ¿, äî 60% îøèáîê ìîæíî îáíàðóæèòü äî çàïóñêà
ïðîãðàììû. Ýòî äåëàåò ñòàòè÷åñêîå òåñòèðîâàíèå êðèòè÷åñêè âàæíûì èíñòðóìåí-
òîì äëÿ ïîâûøåíèÿ êà÷åñòâà ÏÎ.

2.1 Îñíîâíûå ôîðìû ñòàòè÷åñêîãî òåñòèðîâàíèÿ

Èñïîëüçóþòñÿ ñïåöèàëüíûå èíñòðóìåíòû � ¾ñòàòè÷åñêèå àíàëèçàòîðû¿, êîòîðûå
àâòîìàòè÷åñêè:

� Ïðîâåðÿþò ñîîòâåòñòâèå êîäà ñòàíäàðòàì êîäèðîâàíèÿ (Code Style, Coding
Guidelines).

� Èùóò ïîòåíöèàëüíûå îøèáêè (íàïðèìåð, íåèñïîëüçóåìûå ïåðåìåííûå, íåêîð-
ðåêòíûå ïðèâåäåíèÿ òèïîâ, îïàñíûå êîíñòðóêöèè).

� Óêàçûâàþò íà ïîòåíöèàëüíûå óÿçâèìîñòè â áåçîïàñíîñòè (íàïðèìåð, âîçìîæ-
íîñòè äëÿ SQL-èíúåêöèé, ïîòåíöèàëüíûå ïåðåïîëíåíèÿ áóôåðà).

� Àíàëèçèðóþò ïîòîêè äàííûõ, ÷òîáû ïîíÿòü, ãäå çíà÷åíèÿ ìîãóò ïðèíèìàòü
íåæåëàòåëüíûå (NullPointerException è äð.) çíà÷åíèÿ.

2.2 Ðàçíèöà ìåæäó ñòàòè÷åñêèì àíàëèçàòîðîì è èí-

ñïåêöèåé êîäà çà ñòîëîì

Ñïîñîá âûïîëíåíèÿ

� Ñòàòè÷åñêèé àíàëèçàòîð: çàïóñêàåòñÿ àâòîìàòè÷åñêè íà èñõîäíîì êîäå è âû-
äàåò îò÷¼ò îá îáíàðóæåííûõ ïðîáëåìàõ. Àíàëèçàòîð ñëåäóåò íàáîðó çàðàíåå
çàäàííûõ ïðàâèë (ëèíåéíûé è/èëè ìåæïðîöåäóðíûé àíàëèç, àíàëèç ïîòîêà
äàííûõ è ò. ä.).
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� Èíñïåêöèÿ êîäà çà ñòîëîì: ïðîâîäèòñÿ ëþäüìè (ðàçðàáîò÷èêàìè, òåñòèðîâùè-
êàìè). Ó÷àñòíèêè âñòðå÷è ïðîñìàòðèâàþò êîä ïîñòðî÷íî (èëè àíàëèçèðóþò
åãî ëîãè÷åñêèå êóñêè) è îáñóæäàþò àðõèòåêòóðíûå, ëîãè÷åñêèå, ñòèëåâûå è
äðóãèå àñïåêòû.

Îáëàñòü îõâàòà

� Ñòàòè÷åñêèé àíàëèçàòîð:

� Îðèåíòèðîâàí â îñíîâíîì íà òèïè÷íûå îøèáêè è ¾ñèãíàëèçèðóåò¿ î
ïîòåíöèàëüíûõ ïðîáëåìàõ, îòêëîíåíèÿõ îò ïðàâèë êîäèðîâàíèÿ, óÿçâè-
ìîñòÿõ â áåçîïàñíîñòè.

� Õîðîøî ñïðàâëÿåòñÿ ñ ðóòèííûì ïîèñêîì áîëüøîãî êîëè÷åñòâà ðàñïðî-
ñòðàí¼ííûõ ïðîáëåì (íàïðèìåð, íåèñïîëüçóåìûå ïåðåìåííûå, íåî÷åâèä-
íûå ¾if¿ áåç ¾else¿, âûõîä çà ãðàíèöû ìàññèâà è ò. ï.).

� Èíñïåêöèÿ êîäà:

� Ïîçâîëÿåò âñêðûòü áîëåå ñëîæíûå ëîãè÷åñêèå îøèáêè, íåñîîòâåòñòâèå
òðåáîâàíèÿì, íåêîððåêòíóþ áèçíåñ-ëîãèêó.

� Âî âðåìÿ îáñóæäåíèÿ ìîãóò âûÿâèòüñÿ ïðîáëåìû, êîòîðûå íåâîçìîæ-
íî óëîâèòü ñòàòè÷åñêèì àíàëèçàòîðîì: ¾Ïî÷åìó ýòîò àëãîðèòì âûáðàí
èìåííî òàê?¿, ¾Ñîîòâåòñòâóåò ëè ýòî áèçíåñ-òðåáîâàíèÿì?¿, ¾Îïòèìàëü-
íà ëè ñòðóêòóðà äàííûõ?¿, ¾Ëåãêî ëè áóäåò ïîääåðæèâàòü ýòîò êîä?¿.

Ãëóáèíà è âèäû îáíàðóæèâàåìûõ äåôåêòîâ

� Ñòàòè÷åñêèé àíàëèçàòîð: íàõîäèò ñêîðåå ¾ñòðóêòóðíûå¿ è ¾ñèíòàêñè÷åñêèå¿
äåôåêòû è óÿçâèìîñòè (íåèñïîëüçóåìûå ïåðåìåííûå, íåïðàâèëüíûå îïåðàöèè
ñ ïàìÿòüþ, îòñóòñòâèå ïðîâåðîê). Ìîæåò íå ïîíèìàòü, ¾õîðîø ëè¿ ñàì àëãî-
ðèòì.

� Èíñïåêöèÿ êîäà: îðèåíòèðîâàíà íà ëîãèêó, àðõèòåêòóðó, ÷èòàåìîñòü, ïîòåí-
öèàëüíûå ïðîáëåìû âçàèìîäåéñòâèÿ ìîäóëåé. Òóò âàæíû íå òîëüêî äåôåêòû
ñàìîãî êîäà, íî è ñîîòâåòñòâóåò ëè îí òðåáîâàíèÿì èëè ëó÷øèì ïðàêòèêàì
ïðîåêòèðîâàíèÿ.

Ñêîðîñòü è àâòîìàòèçàöèÿ

� Ñòàòè÷åñêèé àíàëèçàòîð: ðàáîòàåò áûñòðî (îñîáåííî åñëè õîðîøî èíòåãðèðî-
âàí â CI/CD); âûäà¼ò îò÷¼òû ñðàçó ïîñëå çàïóñêà.

� Èíñïåêöèÿ êîäà: ïðîöåññ òðåáóåò ó÷àñòèÿ ëþäåé è âðåìåíè íà îáñóæäåíèå.
Îäíàêî èìåííî â ýòîì ïðîöåññå âûÿâëÿþòñÿ ¾ãëóáèííûå¿ ïðîáëåìû, êîòîðûå
íå íàéä¼ò àâòîìàòèçèðîâàííûé èíñòðóìåíò.
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Ðåçóëüòàòû è èíòåðïðåòàöèÿ

� Ñòàòè÷åñêèé àíàëèçàòîð:

� Äà¼ò îò÷¼òû (ëîãè, ñïèñêè îøèáîê/ïðåäóïðåæäåíèé) � íî îíè íóæäà-
þòñÿ â èíòåðïðåòàöèè ÷åëîâåêîì, ïîñêîëüêó åñòü ëîæíûå ñðàáàòûâàíèÿ
(false positives).

� Äëÿ ïðèíÿòèÿ ðåøåíèÿ î ñåðü¼çíîñòè ïðîáëåìû ÷àñòî âñ¼ ðàâíî ïðèõî-
äèòñÿ ïðîñìàòðèâàòü êîä.

� Èíñïåêöèÿ êîäà:

� ×àñòî ïðèâîäèò íå òîëüêî ê îáíàðóæåíèþ îøèáîê, íî è ê óëó÷øåíèþ
ñîâìåñòíîé ýêñïåðòèçû â êîìàíäå.

� Ìîæåò çàâåðøèòüñÿ ðåêîìåíäàöèÿìè ïî ðåôàêòîðèíãó, èçìåíåíèþ àð-
õèòåêòóðû, èëè äàæå ïåðåñìîòðîì òðåáîâàíèé.
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3 Îïèñàíèå ïðèëîæåíèÿ è ñðåäû ðàçðàáîò-

êè

Íàçâàíèå ïðîãðàììû: Ãåíåðàòîð ïàðîëåé.

Çàäà÷à ïðîãðàììû: Ñãåíåðèðîâàòü ïàðîëü ñ ïàðàìåòðàìè, çàäàííûìè ïîëüçîâà-
òåëåì.

Äàíî:

� ÷èñëî � äëèíà ãåíåðèðóåìîãî ïàðîëÿ;

� ñòðîêà ¾yes¿ èëè ¾no¿, åñëè ïîëüçîâàòåëü ââåä¼ò ñòðîêó ¾yes>, òî â ïàðîëå
áóäóò èñïîëüçîâàòüñÿ ñòðî÷íûå áóêâû;

� ñòðîêà ¾yes¿ èëè ¾no¿, åñëè ïîëüçîâàòåëü ââåä¼ò ñòðîêó ¾yes>, òî â ïàðîëå
áóäóò èñïîëüçîâàòüñÿ çàãëàâíûå áóêâû;

� ñòðîêà ¾yes¿ èëè ¾no¿, åñëè ïîëüçîâàòåëü ââåä¼ò ñòðîêó ¾yes>, òî â ïàðîëå
áóäóò èñïîëüçîâàòüñÿ öèôðû;

� ñòðîêà ¾yes¿ èëè ¾no¿, åñëè ïîëüçîâàòåëü ââåä¼ò ñòðîêó ¾yes>, òî â ïàðîëå
áóäóò èñïîëüçîâàòüñÿ ñïåöñèìâîëû;

� ÷èñëî � ìèíèìàëüíîå êîëè÷åñòâî ñòðî÷íûõ áóêâ â ïàðîëå;

� ÷èñëî � ìèíèìàëüíîå êîëè÷åñòâî çàãëàâíûõ áóêâ â ïàðîëå;

� ÷èñëî � ìèíèìàëüíîå êîëè÷åñòâî öèôð â ïàðîëå;

� ÷èñëî � ìèíèìàëüíîå êîëè÷åñòâî ñïåöñèìâîëîâ;

Îãðàíè÷åíèÿ:

� äîïóñòèìàÿ äëèíà ïàðîëÿ � îò 1 äî 100 ñèìâîëîâ;

� ìèíèìàëüíîå êîëè÷åñòâî ñòðî÷íûõ áóêâ � 0;

� ìèíèìàëüíîå êîëè÷åñòâî çàãëàâíûõ áóêâ � 0;

� ìèíèìàëüíîå êîëè÷åñòâî öèôð � 0;

� ìèíèìàëüíîå êîëè÷åñòâî ñïåöñèìâîëîâ � 0;

� ñóììà ìèíèìàëüíîãî êîëè÷åñòâà ñòðî÷íûõ áóêâ, çàãëàâíûõ áóêâ, öèôð è ñïåö-
ñèìâîëîâ íå ìîæåò ïðåâûøàòü äëèíó ïàðîëÿ.

Ïðîãðàììà áûëà íàïèñàíà íà ÿçûêå Python. Â êà÷åñòâå ñðåäû ðàçðàáîòêè èñ-
ïîëüçîâàëîñü ëèöåíçèîííîå ïðîãðàììíîå îáåñïå÷åíèå äëÿ ðåäàêòèðîâàíèÿ òåêñòà �
Microsoft Visual Studio Code.
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3.1 Ñïåöèôèêàöèÿ òåñòèðóåìîé ïðîãðàììû

Ñïåöèôèêàöèÿ ïðîãðàììû ïðåäñòàâëåíà â òàáëèöå 1.

Òàáëèöà 1. Ñïåöèôèêàöèÿ.

Âõîäíûå äàííûå Âûõîäíûå äàííûå Êîììåíòàðèé

10 y y y y 1 1 1 1 6KoL4Tfn*M Ïðîãðàììà ñãåíåðèðîâàëà è
âûâåëà íà ýêðàí ïàðîëü ñ çà-
äàííûìè ïàðàìåòðàìè.

-10 y y y y 1 1 1 1 Îøèáêà: çíà÷åíèå äîëæíî
áûòü íå ìåíüøå 1. Ïîïðîáóé-
òå ñíîâà.

Ïðîãðàììà âûâåëà íà ýêðàí
ñîîáùåíèå î íåêîððåêòíîì
ïîëüçîâàòåëüñêîì ââîäå.

10 abc y y y 1 1 1 1 Îøèáêà: ââåäèòå 'yes' (èëè 'y')
èëè 'no' (èëè 'n').

Ïðîãðàììà âûâåëà íà ýêðàí
ñîîáùåíèå î íåêîððåêòíîì
ïîëüçîâàòåëüñêîì ââîäå.

10 abc y y y -1 1 1 1 Îøèáêà: çíà÷åíèå äîëæíî
áûòü íå ìåíüøå 0. Ïîïðîáóé-
òå ñíîâà.

Ïðîãðàììà âûâåëà íà ýêðàí
ñîîáùåíèå î íåêîððåêòíîì
ïîëüçîâàòåëüñêîì ââîäå.

10 abc y y y 5 5 5 5 Îøèáêà: ñóììà ìèíèìàëüíûõ
çíà÷åíèé (103) ïðåâûøàåò
äëèíó ïàðîëÿ (10). Ïîæà-
ëóéñòà, ââåäèòå ïàðàìåòðû
çàíîâî.

Ïðîãðàììà âûâåëà íà ýêðàí
ñîîáùåíèå î íåêîððåêòíîì
ïîëüçîâàòåëüñêîì ââîäå.

3.2 Èñõîäíûé êîä ïðîãðàììû òåñòèðóåìîé ïðîãðàì-

ìû

Èñõîäíûé êîä ïðîãðàììû ïðåäñòàâëåí â ëèñòèíãå 1.

Ëèñòèíã 1. Èñõîäíûé êîä.

1 import random
2 import string
3
4 max_password_length = 100 # Ìàêñèìàëüíàÿ äëèíà ïàðîëÿ
5
6
7 def get_valid_int(prompt, min_value=0, max_value=None):
8 while True:
9 user_input = input(prompt).strip()
10 if not user_input:
11 print("Îøèáêà: ââîä íå äîëæåí áûòü ïóñòûì. Ïîïðîáóéòå ñíîâà.")
12 continue
13 try:
14 value = int(user_input)
15 if value < min_value:
16 print(
17 f"Îøèáêà: çíà÷åíèå äîëæíî áûòü íå ìåíüøå {min_value}. Ïîïðîáóéòå ñíîâà."
18 )
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19 continue
20 if max_value and value > max_value:
21 print(
22 f"Îøèáêà: çíà÷åíèå äîëæíî áûòü íå áîëüøå {max_value}. Ïîïðîáóéòå ñíîâà."
23 )
24 continue
25 return value
26 except ValueError:
27 print("Îøèáêà: ââåäèòå êîððåêòíîå öåëîå ÷èñëî.")
28
29
30 def get_yes_no(prompt):
31 while True:
32 user_input = input(prompt).strip().lower()
33 if user_input in ["yes", "y"]:
34 return True
35 if user_input in ["no", "n"]:
36 return False
37 print("Îøèáêà: ââåäèòå 'yes' èëè( 'y') èëè 'no' èëè( 'n').")
38
39
40
41 def get_user_input():
42 """Çàïðàøèâàåò ó ïîëüçîâàòåëÿ ïàðàìåòðû ãåíåðàöèè ïàðîëÿ ñ ïðîâåðêîé ââîäà."""
43 global max_password_length
44
45 length = get_valid_int(
46 f"Ââåäèòå äëèíó ïàðîëÿ (1={max_password_length}): ",
47 min_value=1,
48 max_value=max_password_length,
49 )
50
51 use_lower = get_yes_no("Èñïîëüçîâàòü ñòðî÷íûå áóêâû? (yes/y, no/n): ")
52 use_upper = get_yes_no("Èñïîëüçîâàòü çàãëàâíûå áóêâû? (yes/y, no/n): ")
53 use_digits = get_yes_no("Èñïîëüçîâàòü öèôðû? (yes/y, no/n): ")
54 use_special = get_yes_no("Èñïîëüçîâàòü ñïåöñèìâîëû (!@#$%^&*)? (yes/y, no/n): ")
55
56 # Ïðîâåðÿåì, ÷òî õîòÿ áû îäèí òèï ñèìâîëîâ âûáðàí
57 if not (use_lower or use_upper or use_digits or use_special):
58 print("Îøèáêà: íåîáõîäèìî âûáðàòü õîòÿ áû îäèí òèï ñèìâîëîâ.")
59 return get_user_input() # Ïîâòîðíûé ââîä âñåõ äàííûõ
60
61 # Çàïðàøèâàåì ìèíèìàëüíîå êîëè÷åñòâî êàæäîãî òèïà ñèìâîëîâ
62 min_lower = (
63 get_valid_int("Ìèíèìàëüíîå êîëè÷åñòâî ñòðî÷íûõ áóêâ: ", 0) if use_lower else 0
64 )
65 min_upper = (
66 get_valid_int("Ìèíèìàëüíîå êîëè÷åñòâî çàãëàâíûõ áóêâ: ", 0) if use_upper else 0
67 )
68 min_digits = get_valid_int("Ìèíèìàëüíîå êîëè÷åñòâî öèôð: ", 0) if use_digits else 0
69 min_special = (
70 get_valid_int("Ìèíèìàëüíîå êîëè÷åñòâî ñïåöñèìâîëîâ: ", 0) if use_special else 0
71 )
72
73 return (
74 length,
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75 use_lower,
76 use_upper,
77 use_digits,
78 use_special,
79 min_lower,
80 min_upper,
81 min_digits,
82 min_special,
83 )
84
85
86 def validate_input(length, min_lower, min_upper, min_digits, min_special):
87 """Ïðîâåðÿåò, ÷òî äëèíà ïàðîëÿ áîëüøå ñóììû ìèíèìàëüíûõ çíà÷åíèé."""
88 total_required = min_lower + min_upper + min_digits + min_special
89 if total_required > length:
90 print(
91 f"Îøèáêà: ñóììà ìèíèìàëüíûõ çíà÷åíèé ({total_required}) ïðåâûøàåò äëèíó ïàðîëÿ 

({length})."
92 )
93 return False
94 return True
95
96
97 def generate_mandatory_chars(
98 min_lower,
99 min_upper,
100 min_digits,
101 min_special,
102 lower_chars,
103 upper_chars,
104 digit_chars,
105 special_chars,
106 ):
107 """Ãåíåðèðóåò îáÿçàòåëüíûå ñèìâîëû ïàðîëÿ."""
108 password = (
109 random.choices(lower_chars, k=min_lower)
110 + random.choices(upper_chars, k=min_upper)
111 + random.choices(digit_chars, k=min_digits)
112 + random.choices(special_chars, k=min_special)
113 )
114 return password
115
116
117 def �ll_password(password, length, all_chars):
118 """Äîïîëíÿåò ïàðîëü ñëó÷àéíûìè ñèìâîëàìè äî íóæíîé äëèíû."""
119 remaining_length = length = len(password)
120 password += random.choices(all_chars, k=remaining_length)
121 return password
122
123
124 def shu�e_password(password):
125 """Ïåðåìåøèâàåò ñèìâîëû ïàðîëÿ ñëó÷àéíûì îáðàçîì."""
126 random.shu�e(password)
127 return "".join(password)
128
129
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130 def generate_password(
131 length,
132 use_lower,
133 use_upper,
134 use_digits,
135 use_special,
136 min_lower,
137 min_upper,
138 min_digits,
139 min_special,
140 ):
141 """Ãåíåðèðóåò ïàðîëü ñ ó÷¼òîì çàäàííûõ ïàðàìåòðîâ."""
142 lower_chars = string.ascii_lowercase if use_lower else ""
143 upper_chars = string.ascii_uppercase if use_upper else ""
144 digit_chars = string.digits if use_digits else ""
145 special_chars = "!@#$%^&*" if use_special else ""
146
147 all_chars = lower_chars + upper_chars + digit_chars + special_chars
148
149 while not validate_input(length, min_lower, min_upper, min_digits, min_special):
150 print("Ïîæàëóéñòà, ââåäèòå ïàðàìåòðû çàíîâî.")
151 return generate_password(*get_user_input())
152
153 password = generate_mandatory_chars(
154 min_lower,
155 min_upper,
156 min_digits,
157 min_special,
158 lower_chars,
159 upper_chars,
160 digit_chars,
161 special_chars,
162 )
163 password = �ll_password(password, length, all_chars)
164 password = shu�e_password(password)
165
166 return password
167
168
169 def main():
170 """Îñíîâíàÿ ôóíêöèÿ ïðîãðàììû."""
171 max_password_length = 100
172 user_data = get_user_input()
173 password = generate_password(*user_data)
174 print("Ñãåíåðèðîâàííûé ïàðîëü:", password)
175
176
177 if __name__ == "__main__":
178 main()
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4 Ñòàòè÷åñêèé àíàëèç êîäà ïðèëîæåíèÿ

4.1 Îïèñàíèå âûáðàííîãî èíñòðóìåíòà äëÿ ñòàòè÷å-

ñêîãî àíàëèçà êîäà

Â êà÷åñòâå èíñòðóìåíòà ñòàòè÷åñêîãî àíàëèçà êîäà ïðîåêòà áûë âûáðàí Pylint
âåðñèè 3.3.6. Pylint - ýòî ïðîãðàììà äëÿ ïðîâåðêè èñõîäíîãî êîäà, îøèáîê è êà÷åñòâà
äëÿ ÿçûêà ïðîãðàììèðîâàíèÿ Python. Îí íàçâàí â ñîîòâåòñòâèè ñ îáùåïðèíÿòûì â
Python ñîãëàøåíèåì î ïðåôèêñå ¾py¿ è îòñûëêîé ê ïðîãðàììå lint äëÿ ïðîãðàììè-
ðîâàíèÿ íà C. Îí ñëåäóåò ñòèëþ, ðåêîìåíäîâàííîìó PEP 8, ðóêîâîäñòâîì ïî ñòèëþ
Python. Îí ïîõîæ íà Pychecker è Py�akes, íî âêëþ÷àåò â ñåáÿ ñëåäóþùèå ôóíêöèè:

� Ïðîâåðêà äëèíû êàæäîé ñòðîêè;

� Ïðîâåðêà ïðàâèëüíîñòè ôîðìèðîâàíèÿ èìåí ïåðåìåííûõ â ñîîòâåòñòâèè ñî
ñòàíäàðòîì êîäèðîâàíèÿ ïðîåêòà;

� Ïðîâåðêà òîãî, ÷òî çàÿâëåííûå èíòåðôåéñû äåéñòâèòåëüíî ðåàëèçîâàíû.

Pylint êëàññèôèöèðóåò ñâîè ñîîáùåíèÿ îá îøèáêàõ è ïðåäóïðåæäåíèÿõ ïî êà-
òåãîðèÿì, êàæäàÿ èç êîòîðûõ îáîçíà÷àåòñÿ ñîîòâåòñòâóþùèì ïðåôèêñîì. Îñíîâíûå
âèäû ñîîáùåíèé ñëåäóþùèå

� C (Convention): Ñîîáùåíèÿ, ñâÿçàííûå ñî ñòèëåì îôîðìëåíèÿ êîäà (íàïðèìåð,
íàðóøåíèå ñîãëàøåíèé PEP8), èìåíîâàíèåì ïåðåìåííûõ, ôîðìàòèðîâàíèåì è
ò.ä.

� R (Refactor): Ðåêîìåíäàöèè ïî ðåôàêòîðèíãó êîäà äëÿ óëó÷øåíèÿ ÷èòàåìîñòè,
ñòðóêòóðû è ïîääåðæèâàåìîñòè. Ýòè ñîîáùåíèÿ ïîìîãàþò óëó÷øèòü àðõèòåê-
òóðó êîäà.

� W (Warning): Ïðåäóïðåæäåíèÿ î ïîòåíöèàëüíûõ ïðîáëåìàõ, êîòîðûå ìîãóò
ïðèâåñòè ê îøèáêàì èëè íåîæèäàííîìó ïîâåäåíèþ âî âðåìÿ âûïîëíåíèÿ. Íà-
ïðèìåð, âîçìîæíîå èñïîëüçîâàíèå íåîáúÿâëåííîé ïåðåìåííîé.

� E (Error): Îøèáêè, êîòîðûå ïðèâåäóò ê ñáîÿì âûïîëíåíèÿ ïðîãðàììû, òàêèå
êàê: ñèíòàêñè÷åñêèå îøèáêè, âûçîâ ôóíêöèé ñ íåêêîðåêòíûì ñïèñêîì ïàðà-
ìåòðîâ èëè ñ íåêêîðåêòíûìè òèïàìè ïàðàìåòðîâ.

4.2 Ðàçáîð Pylint ïðàâèë èç ãðóïïû ¾Convention¿

Ýòè ïðîâåðêè íàöåëåíû íà òî, ÷òîáû êîä ñîîòâåòñòâîâàë ïðèíÿòûì ñîãëàøåíèÿì
î ñòèëå (íàïðèìåð, PEP8) è áûë ëåãêî ÷èòàåìûì.

� Èìåíîâàíèå:

� Ïðîâåðÿåòñÿ, ÷òîáû èìåíà êëàññîâ, ôóíêöèé, ïåðåìåííûõ, ìîäóëåé è
êîíñòàíò ñîîòâåòñòâîâàëè ïðèíÿòûì ñòàíäàðòàì.
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� Íàïðèìåð, êëàññû äîëæíû èìåíîâàòüñÿ â ñòèëå CamelCase (íàïðè-
ìåð, MyClass), à ôóíêöèè è ïåðåìåííûå � â snake_case (íàïðèìåð,
my_function, my_variable).

� Òàêæå ïðîâåðÿþòñÿ äëèíà èìåí è èõ îñìûñëåííîñòü, ÷òîáû îíè òî÷íî
îòðàæàëè íàçíà÷åíèå îáúåêòà â êîäå.

� Ñòèëü îôîðìëåíèÿ:

� Äëèíà ñòðîê: Pylint ñëåäèò çà òåì, ÷òîáû ñòðîêè íå ïðåâûøàëè óñòà-
íîâëåííóþ äëèíó (îáû÷íî 79 èëè 99 ñèìâîëîâ â çàâèñèìîñòè îò êîíôè-
ãóðàöèè).

� Îòñòóïû è ïðîáåëû: Êîíòðîëèðóåòñÿ êîððåêòíîå èñïîëüçîâàíèå îòñòó-
ïîâ (îáû÷íî 4 ïðîáåëà), ïðîáåëîâ âîêðóã îïåðàòîðîâ, ïîñëå çàïÿòûõ è
ò.ä.

� Ðàçáèåíèå íà ñòðîêè: Ðåêîìåíäóåòñÿ ïðàâèëüíî ðàçáèâàòü äëèííûå âû-
ðàæåíèÿ èëè âûçîâû ôóíêöèé íà íåñêîëüêî ñòðîê äëÿ ëó÷øåé ÷èòàåìî-
ñòè.

� Ïóñòûå ñòðîêè: Ïðîâåðÿåòñÿ êîëè÷åñòâî ïóñòûõ ñòðîê ìåæäó ôóíêöè-
ÿìè è êëàññàìè äëÿ ïîääåðæàíèÿ âèçóàëüíîé ñòðóêòóðû êîäà.

� Äîêóìåíòàöèÿ:

� Docstrings: Pylint îáðàùàåò âíèìàíèå íà íàëè÷èå ñòðîê äîêóìåíòàöèè
(docstrings) â ìîäóëÿõ, êëàññàõ, ôóíêöèÿõ è ìåòîäàõ.

� Ôîðìàò äîêóìåíòàöèè: Äîêóìåíòàöèÿ äîëæíà áûòü îôîðìëåíà ñîãëàñ-
íî ïðèíÿòûì ñòàíäàðòàì (íàïðèìåð, â ôîðìàòå reStructuredText èëè
Google style), ÷òîáû îáåñïå÷èòü ïîíÿòíîå îïèñàíèå ôóíêöèîíàëà è ïà-
ðàìåòðîâ.

4.3 Ðàçáîð Pylint ïðàâèë èç ãðóïïû ¾Refactor¿

Ýòà ãðóïïà ñîîáùåíèé íàïðàâëåíà íà óëó÷øåíèå ñòðóêòóðû êîäà, åãî óïðîùåíèå
è ïîâûøåíèå ïîääåðæèâàåìîñòè

� Ñëîæíîñòü ôóíêöèé:

� Öèêëîìàòè÷åñêàÿ ñëîæíîñòü: Àíàëèçèðóåòñÿ êîëè÷åñòâî âåòâëåíèé,
öèêëîâ è óñëîâíûõ îïåðàòîðîâ. Ôóíêöèè ñ âûñîêîé ñëîæíîñòüþ ìîãóò
áûòü òðóäíûìè äëÿ òåñòèðîâàíèÿ è îòëàäêè.

� Ñëèøêîì äëèííûå ôóíêöèè: Åñëè ôóíêöèÿ ñëèøêîì áîëüøàÿ èëè ñî-
äåðæèò ìíîæåñòâî àðãóìåíòîâ, Pylint ìîæåò ðåêîìåíäîâàòü å¼ ðàçáèòü
íà áîëåå ìåëêèå ÷àñòè.

� Äóáëèðîâàíèå êîäà:

� Ïðîâåðêà íà ïîâòîðÿþùèåñÿ ó÷àñòêè êîäà, ÷òî ìîæåò óêàçûâàòü íà âîç-
ìîæíîñòü îáúåäèíåíèÿ ëîãèêè â îäíó ôóíêöèþ èëè êëàññ.
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� Öåëü � óìåíüøèòü êîëè÷åñòâî ïîâòîðåíèé, ÷òîáû èçìåíåíèå â îäíîé
÷àñòè êîäà íå òðåáîâàëî ïîâòîðåíèÿ èñïðàâëåíèé â íåñêîëüêèõ ìåñòàõ.

� Ñòðóêòóðíûå ïðîáëåìû:

� Îáíàðóæåíèå ñëèøêîì áîëüøèõ êëàññîâ èëè ìåòîäîâ, êîòîðûå âûïîë-
íÿþò ñðàçó íåñêîëüêî çàäà÷

� Ðåêîìåíäàöèè ïî ðàçäåëåíèþ îòâåòñòâåííîñòè (íàïðèìåð, ïðèíöèï
åäèíñòâåííîé îòâåòñòâåííîñòè èç SOLID) äëÿ óëó÷øåíèÿ ìîäóëüíîñòè
è òåñòèðóåìîñòè êîäà.

4.4 Ðàçáîð Pylint ïðàâèë èç ãðóïïû ¾Warning¿

Ýòà êàòåãîðèÿ îõâàòûâàåò ñîîáùåíèÿ, êîòîðûå óêàçûâàþò íà ïîòåíöèàëüíûå
ïðîáëåìû, íå ÿâëÿþùèåñÿ êðèòè÷åñêèìè îøèáêàìè, íî ñïîñîáíûìè ïðèâåñòè ê
íåîæèäàííîìó ïîâåäåíèþ.

� Íåèñïîëüçóåìûå ýëåìåíòû:

� Ïåðåìåííûå: Åñëè ïåðåìåííàÿ îáúÿâëåíà, íî íå èñïîëüçóåòñÿ, Pylint ñî-
îáùàåò îá ýòîì, ÷òî ïîìîãàåò èçáåæàòü çàãðîìîæäåíèÿ êîäà.

� Èìïîðòû: Íåèñïîëüçóåìûå ìîäóëè èëè ôóíêöèè, èìïîðòèðîâàííûå â
íà÷àëå ôàéëà, ìîãóò áûòü îòìå÷åíû äëÿ óäàëåíèÿ.

� Àðãóìåíòû ôóíêöèé: Èíîãäà ôóíêöèÿ ïðèíèìàåò àðãóìåíòû, êîòîðûå
íå èñïîëüçóþòñÿ â òåëå, ÷òî ìîæåò áûòü ñèãíàëîì ê òîìó, ÷òî èíòåðôåéñ
ôóíêöèè ñëåäóåò ïåðåñìîòðåòü.

� Ïîäîçðèòåëüíûå êîíñòðóêöèè:

� Èñïîëüçîâàíèå ïåðåìåííûõ äî îáúÿâëåíèÿ: Åñëè ïåðåìåííàÿ èñïîëüçó-
åòñÿ äî òîãî, êàê åé áûëî ïðèñâîåíî çíà÷åíèå, ýòî ìîæåò ïðèâåñòè ê
îøèáêàì.

� Èñïîëüçîâàíèå èçìåíÿåìûõ çíà÷åíèé ïî óìîë÷àíèþ: Ïðèìåíåíèå èçìå-
íÿåìûõ îáúåêòîâ (íàïðèìåð, ñïèñêîâ èëè ñëîâàðåé) â êà÷åñòâå çíà÷åíèé
ïî óìîë÷àíèþ â ïàðàìåòðàõ ôóíêöèé ìîæåò ïðèâåñòè ê íåîæèäàííûì
ýôôåêòàì.

� Îøèáêè ëîãèêè:

� Ïîðîé êîíñòðóêöèÿ êîäà ìîæåò áûòü ñèíòàêñè÷åñêè êîððåêòíîé, íî å¼
ïîâåäåíèå ìîæåò áûòü íåî÷åâèäíûì èëè ïîòåíöèàëüíî ïðèâîäèòü ê ëî-
ãè÷åñêèì îøèáêàì (íàïðèìåð, íåêîððåêòíîå ñðàâíåíèå èëè íåâåðíîå èñ-
ïîëüçîâàíèå îïåðàòîðîâ).
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4.5 Ðàçáîð Pylint ïðàâèë èç ãðóïïû ¾Error¿

Ýòè ïðîâåðêè ñèãíàëèçèðóþò î ïðîáëåìàõ, êîòîðûå ïðèâåäóò ê ñáîÿì âûïîëíå-
íèÿ ïðîãðàììû.

� Ñèíòàêñè÷åñêèå îøèáêè:

� Îøèáêè â íàïèñàíèè êîäà (íàïðèìåð, çàáûòûå äâîåòî÷èÿ, ñêîáêè,
íåïðàâèëüíîå ïîñòðîåíèå êîíñòðóêöèè) ìîãóò ïðèâåñòè ê íåâîçìîæíî-
ñòè èíòåðïðåòèðîâàòü êîä.

� Òàêèå îøèáêè âûÿâëÿþòñÿ íà ýòàïå ñòàòè÷åñêîãî àíàëèçà äî âûïîëíå-
íèÿ ïðîãðàììû.

� Îøèáêè âðåìåíè âûïîëíåíèÿ:

� Îáðàùåíèå ê íåñóùåñòâóþùèì àòðèáóòàì: Åñëè êîä ïûòàåòñÿ ïîëó÷èòü
äîñòóï ê àòðèáóòó, êîòîðîãî íåò ó îáúåêòà, Pylint óêàæåò íà ýòó ïðîáëå-
ìó.

� Íåïðàâèëüíîå èñïîëüçîâàíèå ôóíêöèé: Íàïðèìåð, âûçîâ ìåòîäà íà îáú-
åêòå íåïîäõîäÿùåãî òèïà èëè ïåðåäà÷à íåâåðíûõ àðãóìåíòîâ, ÷òî â èòîãå
âûçîâåò èñêëþ÷åíèå ïðè âûïîëíåíèè.
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5 Ïðîöåññ òåñòèðîâàíèÿ

5.1 Ïîäãîòîâêà

Ïåðåä èñïîëüçîâàíèåì PyLint íåîáõîäèìî óñòàíîâèòü Python è PIP ñ îôèöèàëü-
íîãî ñàéòà. Çàòåì ñîçäàòü âèðòóàëüíîå îêðóæåíèå ñ ïîìîùüþ êîìàíäû virtualenv

venv.

×òîáû óñòàíîâèòü PyLint, äîñòàòî÷íî âûïîëíèòü êîìàíäó pip install pylint

âíóòðè âèðòóàëüíîãî îêðóæåíèÿ.

Äëÿ çàïóñêà ñòàòè÷åñêîãî àíàëèçà äîñòàòî÷íî âûïîëíèòü êîìàíäó pylint

file.py, ãäå file.py � ýòî íàçâàíèå ôàéëà ñ èñõîäíûì êîäîì. Ïðè çàïóñêå PyLint áåç
äîïîëíèòåëüíûõ ïàðàìåòðîâ, ñòàòè÷åñêèé àíàëèçàòîð áóäåò èñêàòü âñå òèïû îøèáîê,
ïåðå÷èñëåííûå â ïðåäûäóùåì ðàçäåëå.

5.2 Ðåçóëüòàò ðàáîòû àíàëèçàòîðà

Ïîëíûé âûâîä êîìàíäû pylint passgen.py ïðåäñòàâëåí â ëèñòèíãå 2. Ñòàòè÷å-
ñêèé àíàëèçàòîð âûâåë 12 ñîîáùåíèé î ðàçëè÷íûõ ïðîáëåìàõ â êîäå. Îíè ñâÿçàíû
ñ íåñîîòâåòñòâèåì ñòèëÿ èìåíîâàíèÿ, îòñóòñòâèåì äîêóìåíòàöèè â ìîäóëå è ôóíê-
öèÿõ, à òàêæå ñëèøêîì äëèííûìè ñòðîêàìè. Êðîìå òîãî, åñòü ïðåäóïðåæäåíèÿ î
íåèíèöèàëèçèðîâàííîé ãëîáàëüíîé ïåðåìåííîé, ïåðåîïðåäåëåíèè èìåíè ïåðåìåííîé
âî âíóòðåííåé îáëàñòè âèäèìîñòè, à òàêæå î ñëèøêîì áîëüøîì êîëè÷åñòâå àðãó-
ìåíòîâ â ôóíêöèÿõ. PyLint òàêæå äà¼ò îáùóþ îöåíêó êîäà. Äëÿ ìîåé ïðîãðàììû
îí âûâåë îöåíêó 8.48 èç 10, ÷òî îçíà÷àåò, ÷òî êîä â öåëîì íåïëîõ, íî åãî ìîæíî
óëó÷øèòü.

Ëèñòèíã 2. Ðåçóëüòàò âûïîëíåíèÿ êîìàíäû pylint passgen.py.

1 ************* Module passgen
2 passgen.py:91:0: C0301: Line too long (103/100) (line=too=long)
3 passgen.py:1:0: C0114: Missing module docstring (missing=module=docstring)
4 passgen.py:4:0: C0103: Constant name "max_password_length" doesn't conform to UPPER_CASE 

naming style (invalid=name)
5 passgen.py:7:0: C0116: Missing function or method docstring (missing=function=docstring)
6 passgen.py:30:0: C0116: Missing function or method docstring (missing=function=docstring)
7 passgen.py:43:4: W0602: Using global for 'max_password_length' but no assignment is done (

global=variable=not=assigned)
8 passgen.py:97:0: R0913: Too many arguments (8/5) (too=many=arguments)
9 passgen.py:97:0: R0917: Too many positional arguments (8/5) (too=many=positional=arguments)
10 passgen.py:130:0: R0913: Too many arguments (9/5) (too=many=arguments)
11 passgen.py:130:0: R0917: Too many positional arguments (9/5) (too=many=positional=arguments)
12 passgen.py:171:4: W0621: Rede�ning name 'max_password_length' from outer scope (line 4) (

rede�ned=outer=name)
13 passgen.py:171:4: W0612: Unused variable 'max_password_length' (unused=variable)
14
15 ===========================================

16 Your code has been rated at 8.48/10 (previous run: 8.48/10, +0.00)

16



5.3 Ðåçóëüòàò óëó÷øåíèÿ êîäà

Â ñîîòâåòñòâèè ñ ðåêîìåíäàöèÿìè PyLint â èñõîäíûé êîä áûëè äîáàâëåíû êîì-
ìåíòàðèè ñ äîêóìåíòàöèåé äëÿ âñåãî ìîäóëÿ è ôóíêöèé, ñëèøêîì äëèííûå ñòðîêè
áûëè ðàçáèòû íà áîëåå êîðîòêèå è óäîáî÷èòàåìûå, íåèíèöèàëèçèðîâàííàÿ ãëîáàëü-
íàÿ ïåðåìåííàÿ áûëà óäàëåíà, áûëà óäàëåíà îäíà ïåðåìåííàÿ èç ëîêàëüíîé îáëàñòè
âèäèìîñòè, ïåðåêðûâàâøàÿ ãëîáàëüíóþ ïåðåìåííóþ, èìåíà âñåõ ïåðåìåííûõ áûëè
ïðèâåäåíû â ñîîòâåòñòâèå ñ ïðèíÿòûìè ñîãëàøåíèÿìè ÿçûêà Python.

Ïîñëå âíåñåíèÿ ïåðå÷èñëåííûõ âûøå èçìåíåíèé ñòàòè÷åñêèé àíàëèçàòîð PyLint
áûë çàïóùåí åù¼ ðàç íà îáíîâë¼ííîì ôàéëå ñ èñõîäíûì êîäîì. Ðåçóëüòàò çàïóñêà
ïðåäñòàâëåí â ëèñòèíãå 3. Â ýòîò ðàç PyLint íå âûâåë íèêàêèõ ñîîáùåíèé.

Ëèñòèíã 3. Ðåçóëüòàò ðàáîòû PyLint íà îáíîâë¼ííîì ôàéëå ñ èñõîäíûì êîäîì.

1 =====================================

2 Your code has been rated at 10.00/10

Îáíîâë¼ííûé êîä ïðîãðàììû ïðåäñòàâëåí â ëèñòèíãå 4.

Ëèñòèíã 4. Îáíîâë¼ííûé êîä ïðîãðàììû.

1 """Ìîäóëü
2 äëÿ ãåíåðàöèè áåçîïàñíûõ ïàðîëåé ñ ðàçíûìè íàñòðîéêàìè.Ïîëüçîâàòåëü
3 ìîæåò çàäàâàòü äëèíó, òèïû ñèìâîëîâ è ìèíèìàëüíîå êîëè÷åñòâî êàæäîãî òèïà.
4 """
5
6 import random
7 import string
8
9 MAX_PASSWORD_LENGTH = 100 # Ìàêñèìàëüíàÿ äëèíà ïàðîëÿ
10
11
12 def get_valid_int(prompt, min_value=0, max_value=None):
13 """Çàïðàøèâàåò ó ïîëüçîâàòåëÿ öåëîå ÷èñëî, ïðîâåðÿÿ êîððåêòíîñòü ââîäà."""
14 while True:
15 user_input = input(prompt).strip()
16 if not user_input:
17 print("Îøèáêà: ââîä íå äîëæåí áûòü ïóñòûì. Ïîïðîáóéòå ñíîâà.")
18 continue
19 try:
20 value = int(user_input)
21 if value < min_value:
22 print(
23 f"Îøèáêà: çíà÷åíèå äîëæíî áûòü íå ìåíüøå {min_value}. Ïîïðîáóéòå ñíîâà."
24 )
25 continue
26 if max_value and value > max_value:
27 print(
28 f"Îøèáêà: çíà÷åíèå äîëæíî áûòü íå áîëüøå {max_value}. Ïîïðîáóéòå ñíîâà."
29 )
30 continue
31 return value
32 except ValueError:
33 print("Îøèáêà: ââåäèòå êîððåêòíîå öåëîå ÷èñëî.")
34
35
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36 def get_yes_no(prompt):
37 """Çàïðàøèâàåò ó ïîëüçîâàòåëÿ 'yes'/'y' èëè 'no'/'n', ïðîâåðÿÿ êîððåêòíîñòü ââîäà."""
38 while True:
39 user_input = input(prompt).strip().lower()
40 if user_input in ["yes", "y"]:
41 return True
42 if user_input in ["no", "n"]:
43 return False
44 print("Îøèáêà: ââåäèòå 'yes' èëè( 'y') èëè 'no' èëè( 'n').")
45
46
47 def get_user_input():
48 """Çàïðàøèâàåò ó ïîëüçîâàòåëÿ ïàðàìåòðû ãåíåðàöèè ïàðîëÿ ñ ïðîâåðêîé ââîäà."""
49 settings = {
50 "length": get_valid_int(
51 f"Ââåäèòå äëèíó ïàðîëÿ (1={MAX_PASSWORD_LENGTH}): ",
52 min_value=1,
53 max_value=MAX_PASSWORD_LENGTH,
54 ),
55 "use_lower": get_yes_no("Èñïîëüçîâàòü ñòðî÷íûå áóêâû? (yes/y, no/n): "),
56 "use_upper": get_yes_no("Èñïîëüçîâàòü çàãëàâíûå áóêâû? (yes/y, no/n): "),
57 "use_digits": get_yes_no("Èñïîëüçîâàòü öèôðû? (yes/y, no/n): "),
58 "use_special": get_yes_no(
59 "Èñïîëüçîâàòü ñïåöñèìâîëû (!@#$%^&*)? (yes/y, no/n): "
60 ),
61 }
62
63 # Ïðîâåðÿåì, ÷òî õîòÿ áû îäèí òèï ñèìâîëîâ âûáðàí
64 if not any(
65 [
66 settings["use_lower"],
67 settings["use_upper"],
68 settings["use_digits"],
69 settings["use_special"],
70 ]
71 ):
72 print("Îøèáêà: íåîáõîäèìî âûáðàòü õîòÿ áû îäèí òèï ñèìâîëîâ.")
73 return get_user_input() # Ïîâòîðíûé ââîä âñåõ äàííûõ
74
75 # Çàïðàøèâàåì ìèíèìàëüíîå êîëè÷åñòâî êàæäîãî òèïà ñèìâîëîâ
76 settings["min_lower"] = (
77 get_valid_int("Ìèíèìàëüíîå êîëè÷åñòâî ñòðî÷íûõ áóêâ: ", 0)
78 if settings["use_lower"]
79 else 0
80 )
81 settings["min_upper"] = (
82 get_valid_int("Ìèíèìàëüíîå êîëè÷åñòâî çàãëàâíûõ áóêâ: ", 0)
83 if settings["use_upper"]
84 else 0
85 )
86 settings["min_digits"] = (
87 get_valid_int("Ìèíèìàëüíîå êîëè÷åñòâî öèôð: ", 0)
88 if settings["use_digits"]
89 else 0
90 )
91 settings["min_special"] = (
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92 get_valid_int("Ìèíèìàëüíîå êîëè÷åñòâî ñïåöñèìâîëîâ: ", 0)
93 if settings["use_special"]
94 else 0
95 )
96
97 return settings
98
99
100 def validate_input(settings):
101 """Ïðîâåðÿåò, ÷òî äëèíà ïàðîëÿ áîëüøå ñóììû ìèíèìàëüíûõ çíà÷åíèé."""
102 total_required = sum(
103 [
104 settings["min_lower"],
105 settings["min_upper"],
106 settings["min_digits"],
107 settings["min_special"],
108 ]
109 )
110 if total_required > settings["length"]:
111 print(
112 f"Îøèáêà: ñóììà ìèíèìàëüíûõ çíà÷åíèé ({total_required})"
113 f" ïðåâûøàåò äëèíó ïàðîëÿ ({settings['length']})."
114 )
115 return False
116 return True
117
118
119 def generate_mandatory_chars(settings, char_sets):
120 """Ãåíåðèðóåò îáÿçàòåëüíûå ñèìâîëû ïàðîëÿ."""
121 password = (
122 random.choices(char_sets["lower"], k=settings["min_lower"])
123 + random.choices(char_sets["upper"], k=settings["min_upper"])
124 + random.choices(char_sets["digits"], k=settings["min_digits"])
125 + random.choices(char_sets["special"], k=settings["min_special"])
126 )
127 return password
128
129
130 def �ll_password(password, length, all_chars):
131 """Äîïîëíÿåò ïàðîëü ñëó÷àéíûìè ñèìâîëàìè äî íóæíîé äëèíû."""
132 remaining_length = length = len(password)
133 password += random.choices(all_chars, k=remaining_length)
134 return password
135
136
137 def shu�e_password(password):
138 """Ïåðåìåøèâàåò ñèìâîëû ïàðîëÿ ñëó÷àéíûì îáðàçîì."""
139 random.shu�e(password)
140 return "".join(password)
141
142
143 def generate_password(settings):
144 """Ãåíåðèðóåò ïàðîëü ñ ó÷¼òîì çàäàííûõ ïàðàìåòðîâ."""
145 char_sets = {
146 "lower": string.ascii_lowercase if settings["use_lower"] else "",
147 "upper": string.ascii_uppercase if settings["use_upper"] else "",
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148 "digits": string.digits if settings["use_digits"] else "",
149 "special": "!@#$%^&*" if settings["use_special"] else "",
150 }
151
152 all_chars = "".join(char_sets.values())
153
154 while not validate_input(settings):
155 print("Ïîæàëóéñòà, ââåäèòå ïàðàìåòðû çàíîâî.")
156 return generate_password(get_user_input())
157
158 password = generate_mandatory_chars(settings, char_sets)
159 password = �ll_password(password, settings["length"], all_chars)
160 password = shu�e_password(password)
161
162 return password
163
164
165 def main():
166 """Îñíîâíàÿ ôóíêöèÿ ïðîãðàììû."""
167 user_settings = get_user_input()
168 password = generate_password(user_settings)
169 print("Ñãåíåðèðîâàííûé ïàðîëü:", password)
170
171
172 if __name__ == "__main__":
173 main()
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Çàêëþ÷åíèå

Â õîäå âûïîëíåíèÿ äàííîé ëàáîðàòîðíîé ðàáîòû áûëî ïðîâåäåíî ñòàòèñòè÷åñêîå
òåñòèðîâàíèå äëÿ ïðîãðàììû: ¾Ãåíåðàòîð ïàðîëåé¿.

Áûëè íàéäåíû ñëåäóþùèå ïðîáëåìû:

� 5 íàðóøåíèé ïðàâèë îôîðìëåíèÿ èñõîäíîãî êîäà;

� 3 ïðåäóïðåæäåíèÿ î âîçìîæíûõ îøèáêàõ â èñõîäíîì êîäå;

� 4 ðåêîìåíäàöèè ïî ðåôàêòîðèíãó èñõîäíîãî êîäà.

Â ðåçóëüòàòå ïðîäåëàííîé ðàáîòû ïðîãðàììíûé êîä áûë èñïðàâëåí â ñîîòâåò-
ñòâèè ñ ðåêîìåíäàöèÿìè ñòàòèñòè÷åñêîãî àíàëèçàòîðà. Íà ïðèìåðå íåáîëüøîé ïðî-
ãðàììû áûëà íàãëÿäíî ïðîäåìîíñòðèðîâàíà ïîëüçà îò èñïîëüçîâàíèÿ ñòàòè÷åñêèõ
àíàëèçàòîðîâ êîäà. Áûëè ñäåëàíû âûâîäû î òîì, ÷òî ñòàòèñòè÷åñêîå òåñòèðîâàíèå
ïîçâîëÿåò âûÿâèòü íåêîððåêòíîñòü â ïåðâóþ î÷åðåäü â ñòèëå îôîðìëåíèÿ ïðîãðàì-
ìû. Íà ïðèìåðå PyLint áûë ïîëó÷åí ïåðâûé îïûò èñïîëüçîâàíèÿ ñòàòè÷åñêèõ àíà-
ëèçàòîðîâ êîäà.

Â ïðîöåññå ñòàòèñòè÷åñêîãî òåñòèðîâàíèÿ áûëè âûÿâëåíû íåêîòîðûå íåäîñòàò-
êè, êîòîðûõ íå óäàëîñü îáíàðóæèòü âî âðåìÿ èíñïåêöèè çà ñòîëîì. Â îñíîâíî îíè
ñâÿçàíû ñ îôîðìëåíèåì êîäà. Íàïðèìåð, ïðè èíñïåêöèè êîäà íå áûëî çàìå÷àíèé
ïî ïîâîäó îòñóòñòâóþùèõ êîììåíòàðèåâ ñ äîêóìåíòàöèåé. Òàêæå áûëà ïðîïóùåíà
äîñòàòî÷íî ñåðü¼çíàÿ íåòî÷íîñòü � ïåðåìåííàÿ èç âíåøíåé îáëàñòè âèäèìîñòè ïåðå-
êðûâàëàñü ïåðåìåííîé èç ëîêàëüíîé îáëàñòè âèäèìîñòè. Îäíàêî âî âðåìÿ èíñïåêöèè
áûëà îáíàðóæåíà ëîãè÷åñêàÿ îøèáêà ïðè ôîðìèðîâàíèè ïàðîëÿ, ñîñòîÿùåãî òîëüêî
èç çàãëàâíûõ ñèìâîëîâ. Íà îñíîâå ïîëó÷åííûõ ðåçóëüòàòîâ ìîæíî ñäåëàòü âûâîä,
÷òî ñòàòèñòè÷åñêîå òåñòèðîâàíèå ÿâëÿåòñÿ õîðîøèì äîïîëíåíèåì ê èíñïåêöèè çà
ñòîëîì. Ê òîìó æå ñòàòè÷åñêîå òåñòèðîâàíèå íå ñòîëü òðóäîçàòðàíî è åãî ìîæíî
àâòîìàòèçèðîâàòü.
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